
Subject: Hide IP
Posted by _SSnipe_ on Wed, 20 Aug 2008 18:28:53 GMT
View Forum Message <> Reply to Message

I dont think theres a rule on asking this so im go right ahead 
How can i hide my ip completely? when i surf the web or download using P2P software and etc i
want my ip hidden from EVERYTHING internet related 

i googled and i find  a few programs that cost that can hide your ip from web and such but nothing
really explains if it can hide it from everything not just the web does anyone know a way? or a
program that can do it all? (and before troop makes a comment this is not for ren) 

Subject: Re: Hide IP
Posted by trooprm02 on Wed, 20 Aug 2008 18:34:32 GMT
View Forum Message <> Reply to Message

Just fyi, SSnipe is a known renegade cheater, giving him any kind of program for him to
change/proxy his real IP will mean he can evade his current bans for cheating in public servers.

Subject: Re: Hide IP
Posted by _SSnipe_ on Wed, 20 Aug 2008 18:39:58 GMT
View Forum Message <> Reply to Message

trooprm02 wrote on Wed, 20 August 2008 11:34Just fyi, SSnipe is a known renegade cheater,
giving him any kind of program for him to change/proxy his real IP will mean he can evade his
current bans for cheating in public servers.
ya...not really i hardly play ren and when i do its jelly  so anyways i wont be talking troop...back to
subject please?

Subject: Re: Hide IP
Posted by nikki6ixx on Wed, 20 Aug 2008 18:49:25 GMT
View Forum Message <> Reply to Message

There's a nifty program called 'PeerGuardian' which doesn't exactly hide your IP, but it blocks
other IP's. For example, if you are filesharing, you could end up downloading from IP's that are
actually companies, and organizations that don't want you to fileshare, but PeerGuardian helps
prevent (not totally stop) this from happening. You can also have it block IP's from governments,
and companies that distribute spyware, and malware. However, it is not a Firewall. 

If you are filesharing, I'd recommend it. I don't fileshare, but after trying it out, and seeing that it
keeps out connections from universities from China, and institutions from Saudi Arabia, among
others, I feel it's a good tool to have running. 
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Subject: Re: Hide IP
Posted by _SSnipe_ on Wed, 20 Aug 2008 18:54:40 GMT
View Forum Message <> Reply to Message

nikki6ixx wrote on Wed, 20 August 2008 11:49There's a nifty program called 'PeerGuardian' which
doesn't exactly hide your IP, but it blocks other IP's. For example, if you are filesharing, you could
end up downloading from IP's that are actually companies, and organizations that don't want you
to fileshare, but PeerGuardian helps prevent (not totally stop) this from happening. You can also
have it block IP's from governments, and companies that distribute spyware, and malware.
However, it is not a Firewall. 

If you are filesharing, I'd recommend it. I don't fileshare, but after trying it out, and seeing that it
keeps out connections from universities from China, and institutions from Saudi Arabia, among
others, I feel it's a good tool to have running. 
that one sounds good its not really hiding i want my ip just dont want people getting my info you
know...

Subject: Re: Hide IP
Posted by nikki6ixx on Wed, 20 Aug 2008 19:07:03 GMT
View Forum Message <> Reply to Message

SSnipe wrote on Wed, 20 August 2008 13:54
that one sounds good its not really hiding i want my ip just dont want people getting my info you
know...

You'll have to spend some time configuring, and playing around with the program to truly get the
hang of it. It's also in beta, so it is prone to glitches, but I haven't had many problems with it at all.
Also, depending on what lists of IP's you download, you can end up blocking, or slowing down
your favorite sites, including YouTube. You can allow them back, but it takes some time to do it
correctly... so make sure you know what you're doing in the first place. 

Subject: Re: Hide IP
Posted by Goztow on Wed, 20 Aug 2008 19:07:46 GMT
View Forum Message <> Reply to Message

What you ask doesn't exist. You can use the TOR network to come very close to what you want
but only for surfing the web and it'll slow you down a lot. It doesn't exist for p2p.

Subject: Re: Hide IP
Posted by _SSnipe_ on Wed, 20 Aug 2008 19:19:53 GMT
View Forum Message <> Reply to Message

Goztow wrote on Wed, 20 August 2008 12:07What you ask doesn't exist. You can use the TOR
network to come very close to what you want but only for surfing the web and it'll slow you down a
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lot. It doesn't exist for p2p.
there a way to block any internet thing from getting my information.....i had a freind who was
viewing my house on google maps by doing something withy my ip :S and its kinda freaky

Subject: Re: Hide IP
Posted by sadukar09 on Wed, 20 Aug 2008 19:25:55 GMT
View Forum Message <> Reply to Message

SSnipe wrote on Wed, 20 August 2008 15:19Goztow wrote on Wed, 20 August 2008 12:07What
you ask doesn't exist. You can use the TOR network to come very close to what you want but only
for surfing the web and it'll slow you down a lot. It doesn't exist for p2p.
there a way to block any internet thing from getting my information.....i had a freind who was
viewing my house on google maps by doing something withy my ip :S and its kinda freaky
Or...he just put you address in Google Earth and easily found your house...

Subject: Re: Hide IP
Posted by u6795 on Wed, 20 Aug 2008 19:26:40 GMT
View Forum Message <> Reply to Message

SSnipe wrote on Wed, 20 August 2008 15:19Goztow wrote on Wed, 20 August 2008 12:07What
you ask doesn't exist. You can use the TOR network to come very close to what you want but only
for surfing the web and it'll slow you down a lot. It doesn't exist for p2p.
there a way to block any internet thing from getting my information.....i had a freind who was
viewing my house on google maps by doing something withy my ip :S and its kinda freaky
He was probably just fucking with you and entered your address.

edit: damnit sadukar

Subject: Re: Hide IP
Posted by nikki6ixx on Wed, 20 Aug 2008 19:27:12 GMT
View Forum Message <> Reply to Message

If that's what you're actually afraid of, then you're really worried about nothing. 

Subject: Re: Hide IP
Posted by _SSnipe_ on Wed, 20 Aug 2008 19:34:19 GMT
View Forum Message <> Reply to Message

nikki6ixx wrote on Wed, 20 August 2008 12:27If that's what you're actually afraid of, then you're
really worried about nothing. 
lol idk it kinda got me.....well its just freaky
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Subject: Re: Hide IP
Posted by mrÃ£Ã§Ä·z  on Wed, 20 Aug 2008 20:17:02 GMT
View Forum Message <> Reply to Message

Why hide IP? just change it everytime

Subject: Re: Hide IP
Posted by AmunRa on Wed, 20 Aug 2008 21:35:56 GMT
View Forum Message <> Reply to Message

Goztow wrote on Wed, 20 August 2008 15:07What you ask doesn't exist. You can use the TOR
network to come very close to what you want but only for surfing the web and it'll slow you down a
lot. It doesn't exist for p2p.
incorrect. you can use tor with certain filesharing programs that allow use of proxies.
heres TOR btw
http://www.torproject.org/

also, would someone PLEASE ban troop already? his shit really has gotten old.

Subject: Re: Hide IP
Posted by Ryu on Wed, 20 Aug 2008 21:46:42 GMT
View Forum Message <> Reply to Message

trooprm02 wrote on Wed, 20 August 2008 19:34Just fyi, SSnipe is a known renegade cheater,
giving him any kind of program for him to change/proxy his real IP will mean he can evade his
current bans for cheating in public servers.

Just fyi, programs like HideIP Don't work on servers since your directly connecting to the server
instead of tricking a website.

Subject: Re: Hide IP
Posted by dead6re on Fri, 22 Aug 2008 17:39:09 GMT
View Forum Message <> Reply to Message

There are very few ways if any to hide your ip address from a server since the ip address is used
to send the data back to you.

Imagine trying to send data to a server but a server doesn't know where to send the data after?
Lets just place it in the *nix /dev/null

You -> Server -> Huh? No Return Address. /dev/null
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However that being said you can use a proxy to hide your identify to a certain extent, being the
proxy server knows your ip address but uses the proxys ip address to return the requested data.
For a world trip it would look like this:

You -> Proxy -> Server -> Proxy -> You

However adding proxies can seriously slow down your internet capabilities since quite a few
proxies are on slow connections.

Don't bother trying with Renegade, without serious TCP/IP knowledge you won't be able to
redirect the direct connection made with the game server through hidden connections.  netstat -b
doesn't work for instance.

Subject: Re: Hide IP
Posted by R315r4z0r on Fri, 22 Aug 2008 18:45:11 GMT
View Forum Message <> Reply to Message

You need to know a few things about what IPs are. First of all, most ISPs rent IP addresses out to
all of its customers. These IPs have a set expiration date.

So they rent out an IP to you, and by XXX amount of time, they recall it and then they give you
either the same one back (renew it) or they give you a new one to use. 

By knowing that alone, the only possible way that someone could find your address and location
from an IP address is if someone could hack into your ISP's database, decode their files, and link
your current IP to one in their computers. 

No one cares enough to do that to some stranger over the internet.

Subject: Re: Hide IP
Posted by StealthEye on Sat, 23 Aug 2008 11:58:09 GMT
View Forum Message <> Reply to Message

dead6re wrote on Fri, 22 August 2008 19:39Don't bother trying with Renegade, without serious
TCP/IP knowledge you won't be able to redirect the direct connection made with the game server
through hidden connections.  netstat -b doesn't work for instance.
Renegade uses UDP... (For the actual game data that is)

SSnipe, what you're asking is basically to start a mail conversation without telling them your
address. You can send a message to some address (his IP), but how is he supposed where to
send it back? That's why you tell him about your own address (IP), so that he can communicate
with you.

It is actually possible to send a message with a fake ip, you'll just never get the response because
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the other side will not be able to reply to your message.
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